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Abstract (Basic): JP 11308213 A 

NOVELTY - The user is authenticated, using specific disclosure key 
certificate received along with key recovery demand. Then, the 
disclosure key of another disclosure key certificate stored in memory/ 
is searched using two secret keys. The data attached with the recovery 
demand are decoded, using searched disclosure key. DETAILED DESCRIPTION 
- A specific public-presentation key certificate is canceled, according 
to the demand of user. Then, a new public presentation key certificate 
is published, when the demand is made from the user. The key recovery 
demand including the specific disclosure key certificate and the data 
encoded using disclosure key of another disclosure key certificate. An 
INDEPENDENT CLAIM is also included for data decoding apparatus used in 
electronic commercial transaction system. 

USE - For decoding data in electronic commercial transac- tion 
system. 

ADVANTAGE - Since management of disclosure key certificate and key 
decoding are performed using single unit, a pair of secret keys are 
made available for only the user to recognize the encoded data when 
disclosure key of disclosure key certificate is lost. DESCRIPTION OF 
DRAWING(S) - The figure shows schematic block diagram of a system for 
which the data decoding method is adopted. . 
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ABSTRACT 

PROBLEM TO BE SOLVED: To allow the system to approve data recovery by using 
a secret key only when a user receiving an issued public key certificate 
loses the secret key in pairs with an open key in the certificate by 
unifying the user management of a public key certificate and key recovery. 
SOLUTION: A certification authority CA 220 abolishes a 1 st public key 
certificate on request of a user device USC 200 and issues a 2nd public key 
certificate. Furthermore, a data recovery device DRC 240 authenticates the 
user by using the 2nd public key certificate attached to a key recovery 
request according to the key recovery request of the USC 200 and uses a 
secret key in pairs with the public key of the 1st public key certificate 
deposited by a key deposit device KEC 230 to decode the data encrypted by 
the open key of the 1st public key certificate. 
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mmmmm^nmn i%2(o<^mmwm^(omn) m& 
" 3 l-israft-rs. ii&^*3 1 1 jctt, -Kicy-a 

— T^SsJt t PffiixS ^ltCertRenewal-req^r§LS: r 2 T 
Bff-S-fbUfcfcOi:. Iff L<fej5KUjfc^HI«UserAnewPub 

(^v'a >TM:8«5«»JserAnewpri) ££L$: r 2 Tlff-^ 
ft Lfc £L*r 2 &C A 2 2 0 (7>^^^CApubT-^ 

[0069] CA220I2, ^P^lE^^CO^^tT (S 

2 0^M«MiE9!»<Z>Jg*T) ^#3 1 ifr^m-TZt. C 
A 2 2 0O^«®CApri^:Sv^Tf&LS:r 2^^^ £±ll-> * 
6>^$»CertRenewal-req*rfl[-g-t'So - SlO 

■^w»i£W«^*«rffc;3Mt3 o i t'AMmum^&ftm 

[0 0 7 0 ] C A 2 2 0 14 , H-g* Lfc ^ IfCertRe 

newal-req<Drt£*:#aL* OKft&tf, KEC2 3 0 

«»{coi^TO»lHltt*SiS*3 2 1 SriSfff-rS. 
^3 2il:fl iM^ntSi 04£fll«fiE93«tf>^ 
HfWserAoldPubfeit^^tt^lBft^^oSttWSrffllf^ 
« # S: "51 IB iC-f - 5 «> * ISKECAct i ve-r eq $r , SLSft 
r 3 T?»*fl:L «r 3 ^KEC 2 3 0(D^gS 

®KECpubT- * T^-fe bfc t> <7> fc'3&«fi * tl S . 

[0071] KEC2 3 0I4, ^0^^®^^ 3 2 1$: 
gft-r^i:. KEC 2 3 0O8««KECpri«:fflV^ra* 
r 3 £&9fcaU ^biC, ^WKECActive-reqSr**^ 
S. 

[0 0 7 2 ] KEC 2 3 014, Lfc ^IfKECA 

ctive-reqOrtSSr*3aU. OK&bli, CA2 2 0 
JC, «ilHl«*»5l*3 2 llC#-*-5JS*=3 2 2 ^igff-r 
S. ^^J^^3 2 2(CI4, *W»*a*DKBCActive-res 

*ix5o.roi:*, «*lE!tt*»SI*3 2 l t£*rrSJ6# 

3 2 2*0^^ -6i{C»Sfc«>tC, fc^itf, CA2 2 
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tive-res*rl»**t:"*"S £ 
[0 0 7 3 ] KEC 2 3 0^ #^f£««X-^ 

So 

[0 0 7 4] CA2 2 0li, K E C 2 3 0 bffclsl«fl" 
»ST*3 2 l^»-r5JS«3-2 2*SfS-r5k\ use 

2 0 0 tw, ^M«KW*oi»»tTjf * 3 11 
«=3 1 2*rigfS-f5. Sttft* 3 1 2 Jctt, $HM£Aia 
*DCertRenewal-res3&*$*ix5. Sbl^, SJSfTbfc^ 
NI«MiE91# (JB2<Z>4*9MMiE9!») Certficate*. ttffe 
KRSU^KE-IdA^^SiluS, Ulco^M 

mmm&fr&jtztitztzv?, u s c 2 0 0 ^fita-c^ 

5^BM^#ftbtt^£>"C* ?y$4 AftBtiE^JIjc*^ 

isa^at tr, yti use 2 0 ofrb&btix 

#fcSL* r 2 *:S^¥l«tt*a*DCertRenewal-TesSrBf # 

[0 0 7 5 ] H3^^-r43tH«3E*f*«"t?. 
It USC 2 0 0 3&»fe(D^BM«EW*(OW38fT5f*3 1 
1 SrgttS 5 Lt\ KEC2 3 0(C^l 

T«II«B#3 2 l fcai*oUT^5. r.OjS3&*<£3fea>4* 

[0 0 7 6] Jfe*3, H3tf(4, SB 1 (D'AffimUW^ftte 

^B!«raW»oW#ff*#3 l l fcft#Lt\ ttM^ 
»S3ft3 2 xSrjB»-rSJ: 5^LT^5. Uj^Ufca* 
b,- ^H»BE«*oB«ffS#3 1 1 tl44< , f 1^ 
^■«IEW»ro*aft»*3 0 1 I^K»Lt, flttsMX* 
#jg#3 2 1 ZfeM-TZX 5£LT<>£t\» 
[0 0 7 7 ] £* ±, JB 1 O^BillE^f^tTtr^ 
^^BB^^^ihUr^2^^§l#lIE0J^^S^fi : 

[0 0 7 8] *Jffl#d^ #3§*f£gtf 7t|&2<7>4i 

[0 0 7 9] B4I4, 1 fe^r, 

[0080] usc20oii #JJB*a»fe*itu 

v"a >-«<7>M»5l**rgW*5i: , nF#7-*»m« • 
TO^7 P P^7^2 0 8^Iftir, 
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ft-eilf-g-fk^ixfc'r— ^fcfe'&.tP) , teXXf, CA2 2 

A2 0 24rStftlt, C A 2 2 0 #S3Mt Lfc4*M»!iE 
91 » (S2 ogtHfttEg]*) <D^BIMfc4:tt<DSffif&&J8' 
I^T, ffJlE*»lC»* ITDRC 2 4 OtC&fTf* <* 
7^140) e 
[0 0 8 1 ] DRC-2 4 «tEI«SlJfc0> * ff&gtf 

i<7 BS5^, Effi^iMlE^n 2 4 2*:3Sfi : U ^IS^ 

»»tc#S*tfc^B!iiBEW» (CA2 2 0M«frUfc 
H2O^I8^1iE0JS) {cIE^ixfc^HWSrffii^T, St* 
^»*cp*46*:*ttE-r5 Ur^/142) e 

X7- ^3®^tr5 (^X^^ P 148)o 

[0082] %&&mi£%$gm\ztt£tit^ffim 
yi44) 0 z.<nmw&m%%hr>z\\m%x-ihz>ti* : Bfr 

JfcJgttTM*, 112^7^^13 51^1^, CA2 2 
0 3&4USC 2 0 OJCiS#$ixfc«i«tKS«BU- : F-KE-Id 

A *r, ^75/^14 01:^1^, USC20.0^bDR 
C 2 4 0^SUl^o ^:t', DRC 2 4 0I1 * 

7^^1 4 2.tC*5^T, *£#*W»fcft3;h,fc^H» 

e?ii»<7>4* Hmifc <t s t <vx-&> z>z.t &m 

RLfcfd, S«*W»lcftSixfc»{ftK«au^KE-ld 

J(?. A *:'KEC 2 3 0l^fSt6o ^Jt^StfT, KEC2 
3 011 ®«rE'[S*7-^#® . sfir . 3E#f^a ^7 
A2 3 6«r*fTul f»*K**f t -^2 3 4«r#B8b 
eitBcofcWWKKg'J^KE-IdAJc^JSftJt bttfr 

*C03pJSft*SriII«*»liE7 f n^ r 9^2 4 2 OH 9 

[0 0 8 3] ^f^l 4 4tc£J^T, t>'o 

^ Lfc»*K«SU^KE-Id A *ffiv^fc»#rK*«7 i -^' 
2 3 4 <D&m& U , K E C 2 3 0 tCS»^ft^ $ J.o(t 

(^7^146) . ElttttKSrfeo*^*^ L 

rBHE^n^^ofc^'g-^, ^7 5/^14 8 1:^7 
■ — jaa^ff^ixs (^^146) . 

[0 0 8 4] ^7 7^15 OO-ir 5/ v' a ^®[°]^*a3l{: 
*5l^T, DRC2 4 0lj:, fff-§-7 — ^^10^ • Pf-^fb^ 
d^7A2 4 3<75^tT^TOt, KEC 2 3 0UI 
5(? T, gt*f£S&S'J^KE-Id A (-«fc >9 4#^^ix6^ Ml© 



17 

So CixSrSttr, KEC 2 3 012, ««*Mfc*:/n ^ 
7^ 2 3 7 t»ffLt; «t«KBBSU-¥-KE-Id A ^«t D»" 
^^5S^«it5 Ur^l 5 2) 0 .*I8HS»« 
T-(2, W&mmm*&=-— — z~ ££SfJ*§£ Lt 

[0 0 8 5] DRC2 4 0li, XT' 1 5 2 T* 

&jbi^t. use 2 o oa»fcasfcnr#fcSiiHH£S#<7> 

5 4). 

[0 0 8 6 1ft!-, DRC2 4 0li, H@ttI#<o'*|| 

^m-t^> Uf^l 6 0) 0 r^JBFri*, -1t 
£*iTi^S^I3, BP-i-^-if <Ott*S:fT 5 t>^£*J$r 

[0087] m\°imm#<o$mm^tt£titzm-%T r —<? 

(Dfe^r&ff? t^m^tim^n. XTy7\ 7 oic^-r 
[0 0 8 8] ^7^yi7 0(C*5t^T, DRC 2 4 0 

m&$if&L ^7^174) *'*T-y7l 7 2T^ 

v»*rffit^rps#fb-rs U7^i.76) . $e>tr, 

USC 2 0 OOflJffi^tC-itfLT, CA2 2 0^^fft 

6 T-Pf-fHfc: \^Tz_"7-<? CWt5 0 rntcj;??, 
n^7-^l:Mt5 U7^178) 0 ^lt, 
SiJSLjt^^^n — ^-r — ^^U SC 2 0 0 tciSttb 
T, 77n — &j&T-fSo 

[0 0 8 9] tt*5, H 4 C^f7 T-}2, xy^D- 

[0 0 9 0] &tc, ±ERBtfcH4 07.o- co^-r s> 
^144^7^170 (ttEItt^ffl) tCjotfS^- 
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[ 0 0 9 1 ] IB 5 13, 04l^t7n-^r^/l4 
4-^7^170 (ttEs)«3MI) £ir-^0^ 

[0 0 9 2] £-f, USC 2 0 012, DRC 2 4 0t^ 

So «tt5l*4 0 UcWc, «JhUfc«lo^BB«fiEW* 

/0 -5 3&>5d^tt«H V * IS ?CanKRS-req t t^ttflitt 

8U^KE-Id A ^«:SL«r -CPf-g-ftUfct^i:, £L3ftr£:D 
RC 2 4 0 <7>^BI*iDRCpub'C*'^-fe/Wt;Ufct>0^3&^ 

£ns 0 . 

[0 0 9 3] DRC 2 4 0I1 »EI«^tB*»55#55# 
4 0 1 «r§fff"t" Si:, DRC<^«*ttDRCpriSrffit^TSL 
»r*KI9UiU" S b(C*IS?Can KRS-req*3 £ Vtftftflt 
«SiJf-KE-Id A Sra"-S-*"So ^IT, KEC 2 3 0iC, tfc 

■ K«»SU^-KE-IdA-3fl^+WR» (SB 1 <^H!fiMjE91»<? 

4 2 1 srasfrrs. nt£^#4 2ii:», *K«i«su^ 

KE-Id A £rffl ^t»@a^t»T*>5 3&»5*>* v&fcHl: 

5 fc (O ¥ ISKECStatus-req t «ft«MfcSU-?-KE-IdA t & 

4* M@KECpubT*;fr T'ir /Wb bfc co £ £ ixSo 
[0 0 9 4 ] KEC 2 3 0(3, {fclfc* I Df»*BS# 
4 2 1 £r§:frrS£, KEC^»«»KECpritffl^TSL 
$:r 2 £:&9£tJb, $ blC*ISKECStatus-req*5cJ:t/^fe 

«Wttgij-?-KE-idAS:tt#i-5. ^eur, aittK'it*^— ^ 

J(? /U2 3 4^#StT, «*Lfc«l«K«SiJ^KE-IdAl- 

*lJ^-rS e LT, DRC 2 4 0C, tfcK* I D*SMI 
BS*4 2 1 lc-sa-rSffi*4 2-2 Srigft-^S. r<7>^ 
.(ctt/«ttK»SiJ-7-KE-Id A 3&s^"t-*«« (mico^^ 

^*»/*JftO*JS3B*a*aKECStatus-res3&^*iX 

T, fctili, DRCJ&»fefi&fenT#«L»r 2 «:S 
^ i-, *J3ete*ii*DKECStatus-res*rl*#fk"t"Sw.i3ft«# 

[0095] DRC240I2, KEC23 0d»6»JES*4 
2 2 SrSfti-S ir, USC 2 0 0C, »®«"5r«6aBS 
^S5K4 0 l fc^t6^4 0 2 £i£{i-f So ^K«* 
4 0 2(C(3, KE C 2 3 0 frb<Dl&&4 2 2 iC^^ixS 

■ *J5£tt*&*DKECStatus-resl£*N« Ufc *«MS*ai*D?Ca 
nKRS-resi:, fttHrKSBSUTFKE- Id A t , SL»r 3 i:^* 

IT, fcfcili, USC 2 0 0^fciSbilt#fca!(:r 
5^ ^rSIC, *«e*a*D?CanKRS-res, «ttf£«»'J-T-KE-I 
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d A , * itfft* r 3*»*fttS ^ t ^fft bis 

^i^, use 2 o o<Dmm%-\zttvxftft£titzm2<D 

&8 ^ ^ <7> ^ ffl mUs er A ne wpu b £ M ^ T iff # b T h 

[0 0 9 6 ] USC2 0 0fi, DRC 24 0^b 

<Dfo&4 0 2JC&4ixS*flltt*5i*a?CaiiKRS-rBs^, 

t^f*>5:i:^Ltl^i*, DRC2 4 0C, ft 

4 i i srisfr*-*. att»*4 i i mi*. w*^-*ci 

pheriext(¥^:$rir s/v-3 V«SKf Pff*ft Lfc t <£> £ , 
-tr a ^«tSK*rttK«kSU^KE-IdAd s ^-r«i (« 1 ^ 
BMtEK*^BB«l^ »<OS«#UserAoldpri) t# :/-t? 
/WfcLfcfcO&Sr'&tf)^ ftlltO^Sra^^ttKeyRe 
covery-reQ*5«tU { *ft®^SU^ L KE-IdA^. ft?* 4 0 2 
^^ixSattratr-Bff-g-ffcLfctOfc, tL*r 3 ^DRC 

[0097] DRC2 4 0I1, USC 2 0 0^8M 
!|3|t4 1lS:Sfft5i:, D R C 2 4 0 <D$j$gg£DRCpri 
?rffl^rt»r3$:|t>? fcHL, £ h \Z ^ISKey Recover y-r 

RWUfc»lHiat'ajtB*B5l*Sf3ft4 0 1 4r»Hiasi*4 

[0 0 9 8] &tC, DRC2 4 0ii, KEC23 0J&>fc 
SttSofcJGS*^ 2 2fc<&**LS, tfcK«*8iJ^-KE-Id A 

»6*US<S *ii^aKECStalus-res SrH^< , Ka*0 CO § 
^=firS*"C*>tt«, KEC 2 3 0C, 1Z jy^ a ^fWEltffi 
#4 3 lSrSfTTS. ittB*4 3 1ICli, -fe^^gV 
mSK&m 1 O^Mf^9BS^HJ»serAoldPubt#:/ 

¥ifKECReocvery-req, *3j:tJ^ tHcK^fllSU^KE-IdA*: 
&«r 4 tl*#{fcL*:fcO£, $LS6cr 4 ^KEC 2 3 0 <D 
^ H ^KECpub t # Mt Lfc&<7>fca*$**t5. 
[0099] KEC 2 3 0li, DRC240 y 
3 ^»Hl«3lJfc4 3 1 SrSfS-^S 4:. KEC 2 3 0O«5 
«»KECpri«rffi^rSL«r 4 *:a9 WL, 3 biC^ltKEC 
Reocvery-req, tHtK»«S'J-T-KE-IdA, *5£ U^BB«Jser 
AoldPubT-^^-feyHfcUfc-fe s/^a VSiSK^m-^-f^o 

4*M»IiE91*<D4*BMi £ *r<^»««ftlserAoldpri) 

[0100] -tiXJ&»fc, KEC2 3 0fi, DRC240 
-fey^a Vfl»EiaSI*4 3 1 ic5Et-rS«*4 3 2* 
D ^ttrt;#4 3 2 i^:, m\sl&&ftt>inlzt>>& 
ISS*51*DKECReocvery-resi , # ^ir 
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. i/3 >m\B\'&^#4 3 1 iC»t5lS*4 3 2 4:17^^ 
■McttSfcWC fc<h DRC 2 4 0A^l^ilT 

#*:£L$:r 4 £S(-> *«MS*a*OKECActive-res, *5<fc 
tMr s> 3 >*SKSrl* 5 - 4: 3&«#* L t\> 
[0101] DRC 2 4 0I1 KEC2 3 0^bJ^§4 
3 2-*:S«i-5fc, itt«*4 3 2l^*n5t^>a 
>«&SK*rfli^t* US C 2 0 0)&»fe<rHIilHl«e#4 1 1 
£*X -5 iff ^ Cipher! ext ^r^^Plaintext Ic^g 

10 -S-fSo -etid^b, USC 2 0 0C, #Esim^^4 1 1 
^#^5^4 1 2 4: attfi?*4 1 2tCtt, 

KEC 2 3 0)!i^S(t^ot^§4 3 2fC<££n£$fi 
JttSia*QKeyRecovery-res£ * ^3CPlairrtext r 5 

t»-§-{fcUfct><z>4:, iL*r 5 ^usc 2 0 oco^ij^^- 

2 O^M»liEW*^^H«iUserAnewPu 

>^>r A&BijE#tt#'^sia^«i it, tLtx.\i, u 

S C 2 0 0 *^Sfeilt#fca» r 3 *Ilw» " 
ii^DKeyRecovery-res^rPff-§-{bt"^ - £ by. 

^ [0102] ^(7>J: 5 {-*.H5{c^-t-jtla]«^JKt?li, 
DRC240I3, USC 2 0 0 frh CD#[stfg"5Tf6tfif£^ 
#4 0 l«rgtt8i££, «ttS*4 0 l^#Stt^:tltK' 

It, =ffS!n?*>5»-&^tt, Sttfii*^^^T-fe ^v-3 ^ 
SrJSffctt-fe y^a ^«i"eWB»-?rfb ^btc, Il^i 

[0103] £XJb, *Jffi#3ft^ S«ff *SW/tlR 2 

<O^H«KW»^BB»^*^*/Hfc*nfc-tr y i^a V 
M^yirMSSttt) b 5 ^tcD^3S^JiSico^tm 

[0104] ±m<DmMmmx*n. c a 2 2 oi*, mi 

(D^SiiliE^^ (^-^l***«> *5M¥Ufc#Jffl*3ft«- 

it, mfz%m%\zn 2 <D'£fflmmmm (r-*mm-% 

%zm&M) ^^firt^«J:5{ctt^5c 

[0105] DRC 2 4 0li, fflEJB 2 O^IB 

«HEW»*ffl^t*Jffl#S:«liEi-Sd:{cj; 9, ffl!5« 

^WIl (D^^^liE0^^O^^t(7>[^(CKE C 2 3 0IC 
5(? [0 10 6] *3g«l»*ttt, ttlsIffiffiFl 
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«»i:«iEltto*J^*<oBliE • S^££r l Tcf^-f £^ 
fc3ft*t?#S. C A 2 2 0tcJ;5^BMiliEWS^» 

[0 10 7] *|Mfc»1RT?«:, DRC 2 4 0li, 

CWfcrfcfc-fcs'S'H Vg££r, C A 2 2 0 3&*««*J/H*fc: 

/Hbur. ^K*iJffl#ousc 2*0 o(ci£fg-f 5 x 5t- 

[0 10 8] -OJ: ?\Z-tZ>Z. t T\ EH£Lfc"7*— 

[0109] sub, i *ai»iB^o^riftw 

[0110] fti:, #$§^<7>JfS 2 £JS»1ftfc:o^TR9l 
[0 111] ±E(0»i3R16Jg«-t?tt,'*Jffi#«rStt*iJ 

KJ»*1C?«:, «®tto*»MK£RSLT:fc#* BHE£ 

[0112] # jHK*»W:, Jbf5<7>|& 1 

-/T'l 3 5*3J:tJB4 fc^i-*^ ^152 (c^t^ 

[0113] men. ^m^mzmmmm^^^. 

12^7 ^135 \Z.fti&-t Z> XT' y"? 1 3 5a T-<7> 
[0114] *-f , CA2 2 0I1 USC 2 0 03&^^ 
IS • m%r7*y?^ 2 2 6 <036fT«rB!l«rU 

13, IH«8t2 2ioBBiJtl:, fcfe^U 

[0 115] ftC, CA2 2 0I1, ^75-^5 0 0 "egg 
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W*i-SS<+-t-5 3&»5)&*«:*lS-r5 (^7^5 0 2) 0 
' *#L<C^»-frtt, SUifeiSW-SraiR b (^7^51 
0) . *»»KtlEiftlK*^|Et»br*7 9-f ^"CUS 
C 2 0 0©*lffl#©8ftt5K *>-5V*tt, ^8§®liE91 
^cDi£ff£ ttSiJJC, ^^-f >"CUSC 2 0 0(Ci£fT?- 
-6. C A 2 2 0 W3B«»tffl ^ ti* t It i3 

[0116] ^WWGEE»fc»tt-rS»*tt, 2 

^ fete, ^HWEWS^fSafettB^S^ffd^WffSrtT'' 

ft 5 Uf^5 0 4) o 

[0 117] ^M»KBH*<o»««rlt«-#-S»«'», ^ 
W«BEW»«rflFja:-r*i:i:t>^, Stt^MfMWWfc. 

£'lffg£rii;OQ-r£ (^t 1 2/^5 0 6) o fcfc;itt, <&IB 
*BE93*x. 5 0 9 Version 3 CO extensions t U 

- X\ #feK«|»SU-lF-KeyEscrowIdentifier*5j:W«i[Hl«0 
fttftM KKeyRec voeryUsagePer iod O'lf W W"*" £ . 
[0118] ^8MiliEW»0«*S:tt«UttV ,fc »'&tt. 

; S"®'»!PSValidity$:®lHl^(0^'^»PlKeyRecvoeryUsage 
PeriodCO^^t) ^7^5 0 7) . 

[0119] cA22oit fti&i,£i<&ffimmm 
c 2 o o^igff-r^e ^tf bycm 2<nAm&mm 

^Sr^r — ^-<— ^ 2 2 2 5 (^7^50 

8) . CA2 2 0I1 S2 04*BMtfiE93»i:<S-& 

1 O^HJtlEW»^H«it»<Z>«e«i3&5KEC 2 3 0 

i-aiWKBKSU-^*:,- U S C 2 0 0 tci£tf~r& 0 
[0120] Jif£(7}7 p-CJ; i9 , 4SBH«fiE93*£>W« 

[0121] ft*S, itSO^X^^S 0 7(C*5t^T. ^ 

«liEW*0 3firSJi*|»3fl« 1 ^-C*>*Uf**JO 3 0 0 ^SiA 
t5it?) *«EI«o^J»»||»i:-t-SWfflfi*«:, C A 2 
^ 20irDRC240i: OfflT*St "9 2fcto brio < J: 5 t- L 

[0 12 2] ±IBO^x i oic^^r. c 

ffi^r, USC 2 0 0CiS#LTP5. Lfc^oX, US 
C 2 0 0CO^tJffl#(^:, CA2 2 0O8«W^fcta» 
■»<7>««HC, SblcSb^iitttin, DRC2 4 0 
tciifco-f 5C£iCft£o L*»Lft36«fe, ^7^510 
iCio^T, C A 2 2 0 0**d«ttV^«tlHl«(D=fraJHPfi 
O'ff^^T, CA220d^DRC240 iCtS^tttS 
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[0 12 3TB 71*, *«W<OlB2 jS*«tt«C*3"WS* 
m 4 <D*7- 5/^152 C^t5^f s^l 5 2 a T'<Z> 

[0124] £-f , DRC2 4 Ott, Bf ^ ^Efg 
. iSPf-SHb^n^^ 2 4 3£>3Sff*rHI*&U «8#- 

ARfiSrK^j&tf (^r^5 5 0) . :o^r^S 
[0125] DRC24 0I1 5 0t 

.^5 5 2) o S#£ixT^*^ifr8-l4, au5*as«-sra 

L (^f 6 c USC 2 0 0O*Mi»&t 

mmztix < znzft-o* ^<Dm. usc22o^w 
#14, tzt ^&n&ft$titzm2<D&Mmt£mm<D<&ffl 

[0126] tt(aI«(0#»MK^n«nEn*iC 

4) o 

[0127] ^«fi«EW*w«*i 4 ti:«**ir^s»-& 
14, *2o^Hi^wwc»«»«:fcuria»D*itfc» 

6) o fcfc iW^ 4*HJ«ME91*x. 5 0 9 Version 3 Oi£ 
«»*extensionsi: LTSSWSiXfc, tftftStWBU^-KeyE J<? 
scrowldentif ierfe J;t^fttIfi!tff^#itt*IHKeyRecvoeryUs 
agePeriod^-fiMR&RW&tfo 
[0 12 8] ^H»lEW»<?>**3&sa»**trir^*t^» 

£•14, S2 0^^®IIEP^^(7>^-^j^iiIValidity$:®[lim 
©*3&Jt)!KKeyRecvoeryUsagePeriod, kS^fcMtlslttO 
#»MK*#fii-*fcfcOA?7 ;* t LTRiW&tf 
U7^5 5 7) o 

[0129] DRC 2 4 0 14, iilEO;*^ s>:/iC 

J: D » ix t®0S o *»JH PI * Siffi LT ^ £ 

IT, «tt*K«SU-^KE-Id A «cJ: DWfiSKSSi (Si 

5„ CixSrStfT, KEC 2 3 0I4, »«»«*>^o^ 
7A2 3 7 Sr*ffLt, «{fcft«SU^KE-Id A l-J: 0» 
^7^152), ±»Lfc«fc 

M^A»&»Hsnsaw»j-?- <«*»*»]*> i:i<5^t 

[0130] ±iEo:7 n-icj: 0 , «*E«osi#tc|R so 
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[0 13 1] J£L_k, **W(^*2 3Slfcfl?lll{CO^rRW-. 

[0 13 2] #ctc, **WO«3 3616JR1»«CO^TRW 

[0 13 3] JilEOjS2 3t*»1B-CI4, &EaI«?>^r#j£i 
PS<0*I#?R£CA2 2 0^S*fTUfc»2O^8B«IEKS 

*SM»»tt"tftt. <*Kltt»8U^«rffl^ 
'T*»JBK«:R3e"-rs J: 5tUT^6. 
[0134] 14, iilBO® 1 **»ttt» . 

H.4 ^7^1 5 0 fc#«i-5a«fco^T<z>'^R91 

u *<^teoR93i4*i&irSo 

[0 13 5] H8tt;*»M©J(3*»»1lim«, 

gM^xs'^lSO \Z.ttfo~tZ>*y- y~?\ 50 aT'O 

[0136] m 8 {C^-T^X y:/ 1 50a ^14(7)^7 
2/^1 5 0 £S&5/&!4, ^T^T/l 5 2COffjM3Si: b 

(4, 5>:/6 0 Ot?<0*a3S{COt^r<O^RW't-5. 

[0 13 7] £-f, DRC 2 4 014, rthg-T*-**!"]* 

•st^7 p D^7A2 4 3^fT^»L, #^re^su 

^ntv^^^S^tS C*ts>:/6 0 l) o *J3E 
*"fei:LTI4, Si 2 (C^-T^x ^/135 T*(7)^^(C^o 

/WJPIfcD IcRJELT, CO-WWSrtftKSiBtJBU-T-lcWJD 

iTusc 2 0 0i:Mtrfc#, usc 2 0 0d^§ 
*DaLT*j*f-r£a», *>svi4, w-*«r« 2 2 i a* 

fltiSIBttSSSUi. USC2 0 0l:Mt/:MSIWJ 
iF-fc, WSoSfitcLfc3SH^#JPfi/»J|SS*> t-R3£S . 

£, USC 2 0 0 3&»k§tfIfco;fc&f^ftMSU^{£^JS"t* 
5 «fl°l« o fiSIt ffi £ Mi KK«Rfi3&> b * 0 U3 U T 

[0 13 8] 7*7- 0 1 {c:*5t^T, ^E^O^-^i^ 

K1»«^«WJKf *>S»*tcl4, ^x^^l 5 2tc^^T 
t5o M*PST-/j^^^l4, «*^^^J (v-^^ 

AOi««aj|cJ:ori4, *J«#3&«flilsI«S:K*UfcP# 
M-CtJ:^) Tcurrenti:, tttrftff±«, *RLT#ft« 

initi 5 (-^7^6 1 2) D 

U7^6i4) e tttt««SU-?-i^»lt 
teBSSJlD-t 1 £14, CA2 2 0i«JSlWI 
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*r*fTb;fcP*Sh ^S^tt, KEC2 3 0^Sl^l 
#fTL:fcfl*ffl*;R*L, «K»Jhft*JlD-t2 tli, CA 

2 2 o^i (D&Mm&W'm&miti't^M. fca^ 

13, KEC 2 3 03&5, c A 2 2 0 M J: 5^ 2 0<k^@fiE 
[0 13 9] DRC 2 4 Oli, «tlaia<Z>*Hfei: ft 

^616) o »*f-^* 5 7r-f^a:'c-ft 
[0 14 0] DRC 2 4 0H ^r.^6i6f 

Bt»ufcwa t ^ -«KBii»»aiD-t 1 3&>b«Kff atw 

«ID-t 2 ^fltKff Jh*^«*«a5*fc*MIHTliinit«:an 

(J^T- ^6 18) o 

[0141] £*jh,^fc^»-&Wt, ^E^-sji: Ltx 
9 (^7^6 3 0) c — *\ -&*jh/o\ 
5 ^7^6 1 2"CS»bfcW«jTcurrent3&4, 
«Rff JhfiP*JlD-t 2 fe{ftft#JtW #JID-t 2 ^WKffJh 

•H^*^"Cl^d»53&»*r*iJ3e-t-6 (^7^6 1 

9) . ^*nr^ftv^»-frii, Simffi^^l^ ttx7- 

®0S^t5t)^i:t ^7^6 2 0) , 
^■r^^i 5 2M»fT-*-£. 

[0142] _kU(D7 .*) , »[s]tttf>5!#i::|» 

[0 14 3] fc*5, ±|EC07 0---C|i v «tliia^*»«8 

[0144] (a) .^-^7 ji/xomm*— mz.WLl££ 

[0 14 5] (b) 4»«*>*R(fci:*.tf, 4*W»IiEW 

'* t c ft^c <D 9 ? * Jb <D m P£ & * 5 C £ & m * ix T ^ 

(1-fcfe*>. t*KffJha<D««ftS53ai*>5JlllBlTliiDit) 
[0 14 6] (c) «3eo*H*:<>fcft^*Jffl*«C»L 

[0147] ( a ) Pt ■»5 f — ^ <nmm \^t& cxm\°im<D 

Tlimit) 0>R5£*r«:fc5. 
[0148] #HJ£Jf2f&lc Xtili , »*«t^ttfrf6H*&/ 
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fi&SKEC 2 3 Ofctfeft Ufc»«rttjfeUfc»-&JC0^, 

[0149] £Jl±, 3 ^WICo^TRPJ 

Ufc. 

[0150] #CtC, *«W(0»4|glfi»1»«CO^TRW 
[0151] 4*MttEn*K:tt. «* v 

[0152] ^OJ: 5 WTT*, #)JH##*1M:ttU:;b 
yt t> * tut 31 l 04* BB«liE9J*04* 9f§Si t M<d 

■ 8*«*^ SrKEC 2 3 0lcMt5»^> ffcR+SS 

[0153] #wHM»au-*tt* f&Em^Pi^-rsc. 

t/^H«WEW«(fcl: A-tt, 5 1 2 BYTE) S 

I^^SI^ (fcitUlK BYTE) 

7c#>, S*]ic^^^ttfcmi o^H^HEPJ^co^^fii: 

2(Higj^|^(^^^^tt/c^io^MiiIiE^^o^ 

[0154] fflffltKiottt, ffl*3&»b, 

[0 15 5l^WlT^, 3. coi: pft^^^^^b 
tHrft»«BU-7-*rW-r£ ^ft< , rixfe(7>»*»©f«flt* 

[0156] Jitsom 1 mmmmztt 

^-t^^/c >9 ^^c^ff ^ix^^ 1 (o^mmum^ if-? 
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[0 15 7] B9tt r **MoJII4KlK»«t:*5^S, 
I4^r ^15 2 iC^-T^^^ s>:/l 5 2 bW 

[0158] KEC 2 3 0I1 *«»«Sf ^ 

7A 2 3 7 ^tTLT, U-SC2 0 0i»bStfSofc« /0 

y7io) . m&ji&t LTfi, S2ic^i-^7 i s/n . 

ft) fiMR*^»T:i8#, USC 2 0 0 3&>fcgtf8lofc'tHr 
^\ use 2 o oa»fcgt:mofcttft»»SU^£HCfc 

CO (fcfil, IRflMRj& s »5) ^KEC2 3 0O«|{»* 

ffix-^ 2 3 4 {^ftftjWSixr^Sd^s&^JKf-r, 

[0159] y^fl 1 0 tC^o^T, JKflMRj&S&l^ 

*&3£*:fTt^ U SC 2 0 0)6»bS*tBlofctHtKfl*»SU-=F 
^J:9 4»3e*nS»*»*r«»+5. A#Wt£W\ US 
C 2 0 0^bStf8K?fc#cK»«S'J-7-«rA*«*i:i-a . 

#tti£<2 3 2^ix.5f-^^^i/^- K#*) 
[0160] — ^7^71 0lr*5^T, «g**-J&* 

*f4, ^7^712 {c^t? IT, «*lsitto*t*i:feS 

[0 16 1] ftC, USC 2 0 0d»t)StfSot«tt* ^ 

[0162] KEC 2 3 0li, •«K1t«7 1 -^ 

^#SH • • H^f^n 2 3 6 SrSlfTLTfttfcft 

fSf^2 3 4^#SL, USC 2 0 0s&^SWa 
ofc#lftt(|«giJ^lCMlT, i =l-nftiC, 

4) . »lHl**«#»-C*>ix«C, -t<75JK## i ^wsnfc 
«K»»SU^<7>«»W*jTi £ , oiT cd i = i + l 



4$pg5pi 1-308213 
28 

Uf^7 1 6) 0 — *\ m%n?bti&* O^C7»S# 
# i = i + 1 Jcoi^r<7>fll*«:Bc»-rSfc«>, **r-y? 
7 2 2(^tf-r^o 

[0 16 3] ^7^71 6 t*cO«iaJI*T«, K EC 2 
3 Ott, ^7S/77 1 6TSftLt, JSR#* i 

tz$&mm&&<D&mmM'iik . jk#* i + i **ftsn 

fcWKWKSU-T-oaftWMTi+iirORI^, ^7^71 
.2 T*»LfcB*3M t i«-S*n«3&^3&»«r2pJ»frS (^x 
^718) o <&*Jx-0\lxtf, "JSR#.*i <7>0fcK»fit*l 

[0 16 4] — $4ixTl^ft^»^tt, i O 

m&^tjmx*hz>km&^. o^coj£## i = i + 1 1- 

[0165] ^75'7 P 7 2 O^MU KEC 2 3 0B, JK 
#^ i <7>#K*««iJ-¥- £ SttKaU^^fiftft^T i <h 4: 
A*^$:£LT, 7f ^7 0 0 iHi:Hftf 0*tf» 
U ^af^co^ttg ff»«8«2 3 2*« 

[0166] ^77^ 7 2 2T*i4, #CCDj£#-^ i + 1 35* 

i^lo-O^^y FL ^77^7 2 4) , ^fj' 
^714 IcHSo' — *\ »cc7»K#^ i + l a**;*:*n 4: 

3 0) o 

[0 16 7] #««oJB4Mfc#ttfcov*TRW 

[0168] ±u<D&mifcMMxn, mm^tm 

[0169] EJLJblftW 

[0170] 810 ^mm^^-Mmmmtmm^ti 

[0 17 1] ^cov-^^Ali, <fc 5 ic, 

f80U, a«»«8 0 2fc, ^«#K«8 
13^ ^tf^tftig 86U, ttl»I««n 8 5 1 fc , 
-5Sf»S6«8 0 l*5J:VSfi*S«8 0 2 BBTiiftSrfT 5 fc 
^coilft£&8 0 0 TM'^ixSo 

[0 17 2] gitH]ffi^^8 5 114, 01OCA22O, 
KEC 2 3 0*5«tt/DRC 2 4 0l:tlit5t)OTfc 
-So £:«SSfi8 0 2tt, Bl^USC 2 0 0ICffilt5 
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02, 204, 206, 2 0 8(C^DX.T, Pf-§-^— 

[0173J i£fs£Eg 8 0 1 11, Sfl^ 
S 2 0 1 <D#JJB*#4*8MI (» l (V'AfflmmWmex&ffi 
m) &tft v TW#ft:LT, fffgt2 0 1 (:Mt6/c 
feo^o^^AiS^atSixr^So £?W-ES£«H8 6 0 
IS, «-T-«lig|lcHLrsaE*«Sr*fT"rs. 

[0174]'i«, «-7-SBt5Uw*3^T, rtr*ifcSnfc 10 

10l:*t«t?li, $«Sfi8 0ltt:, Mgg8 0 2 
y^^^trtr, g{&»«8 0 l 0>te«IB* 

ST^Sgf 8 0 3tc«ff6J; 5lcLtt^o 

T, SffSS® 2 0 1 (7)^Jffl#C0^«# (»10> 

[0175] fi{J«« 2 0 1 <?>#Jffl#^««»*r»jfeU. ^ 
Sfi$Sg2 0 1:J3J;U<»[5I««H8 5 1 flHfc " 

3\y*-*<D'&-%&'n "TIB t ft 5. . 

[0 17 6]_tt*3, £§U£S«6fl8 6 014, "«#8«8 

[0177] 

<2:BMiliEW»*5 J;t^»Ifiitt^*5W 5#JJB#V«S: 1 tc^ 

So 

[inso^mftRp^] . 

[hi] *&m<om i mmMmtmmztitziy^T j±<d 

[H3'l 12^7^^130 U£fflmmM&<DW.%rm 
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[15] i4tOTf7D-(7)^r5'7 P l 4 4-^7 5^^ 

170 (SiEel^^JiH) {c*5«tSf*-#o«n«r*i8:Wlc 

/135 ^I35a T*tf>#i3®£:I&K-f 

[117] *«WO«2SI3iil£»«JC*5W«, 14^7^ 
n 5 Z^tti&'TZXy' V7l 5 2 a "T?C9&)!?I£r!R(lfi"#" 

[08] *«W«>»3 jHtfl?1»{c*5tf 5, 14^7^ 
^15 Of^^-rs^s^l 5 0 aT?<04&3S*:R91-*- 

[19] **WOjg4*ft»«{-*5WS. 04^7f 
^15 2CMiSt5^7^yi 5 2 br-^l^^f 

[Bio] *»W<o**lt»1»3&sa«*ixfc«-T-lB*SI 

[fiF#coRPJ] 
2 0 0 USC 

201, 221, 231, 232, 241 tf4(&3£S 

2 0 2 W^-S^B^P^A 

2 0 4 Pt^iL/^^n^A 

206, 228 {^mmmmm^n • sfcr^n^A 

2 0 8, 2 4 3 USP-g-r— ^«IhI« ' W«P#ft^o^7 
Ms 

2 2 2 7 — JX 

2 2 6 #JJ8#RI£:/n^9A 

2 3 0 KEC 

2 3 0 a SftftSftSl 

2 3 0 b ttiltfFKK 

2 3 4 ftttfefl**^-^^ 

2 3 5 8««t«tt^n^7^ 

2 3 6 »«KflM8^-^#BR • Sflk • Sft^n ^7 

2 3 7 0^7 A 

2 4 2 tHl«#BljE^ , n^7A 
8 0 0 ftfSft 

so 1 satss 
802 sfs mm 

8 0 3 

8 5 1 lEtifl 
8 6 1 ^tfft*"" 
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